
A randomized algorithm is an algorithm that makes 

random choices during execution, so the behaviour 

can vary even on a fixed input.

BACKGROUND

Randomized algorithms are pervasive in the hottest fields including 

computer games, AI, and cryptography. Randomized algorithms:

• allow previously unsolvable problems to be solved

• can be drastically more efficient than deterministic algorithms

• are less vulnerable to adversaries
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Software bugs cost the worldwide economy trillions of dollars per year.

Probabilistic model checking is a formal technique that can be used to detect bugs 

in the presence of randomness. When using this technique:

• the software system is modelled as a state machine

• the specifications of the software system are expressed as logic formulas

The field of probabilistic model checking is lacking good benchmarks to evaluate 

new tools and techniques. Currently, researchers

• either consider less than a handful of realistic probabilistic models, which 

provides little confidence in the results

• or use randomly generated probabilistic models, which is not useful as they 

tend to not have the same characteristics as models encountered in practice

“Program testing can be used to show the 

presence of  bugs, but never to show their 

absence!”

- EDSGER WYBE DIJKSTRA

THE WORLD’S LARGEST BENCHMARK SUITE FOR PROBABILISTIC MODEL CHECKING

Yash Dhamija,  Syyeda Zainab Fatmi,  Maeve Wildes,  Franck van Breugel

Software testing is most commonly used to 

find bugs in software. However, running a test 

on randomized software does not guarantee 

that all possible executions are checked.
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Labelled Markov chains are the most abstract and most used type of probabilistic 

models. The main goal of this research is to generate a large collection of realistic 

instances of Markov chains, which can be used as a benchmark suite to evaluate 

techniques and tools that support probabilistic model checking.

algorithminput output

random element

“It may seem unlikely that such a consultation 
with a “throw of  the dice” could speed up a 
computation. […] It turns out that in certain 

cases this approach effects dramatic 
improvements.”

- MICHAEL OSER RABIN

model checker

model yes

counterexampleproperty

The model checker either 

confirms that the property 

holds in the model or 

provides a counterexample.
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1. Implementing new models

The following steps were taken to develop probabilistic models: 

1) Implement randomized algorithms in Java

2) Convert Java code to Java PathFinder (JPF)-compatible Java code

3) Extract the embedded Markov chain using JPF

• JPF keeps track of the random choices and creates a probabilistic model in which all possible outcomes are considered. 

Randomized algorithms are prevalent in some of the hottest areas in computer science. One of these algorithms, the Miller-Rabin 

primality test (above) is used in RSA encryption which has many important cryptographic applications.

The algorithms that we implemented were extremely varied in their use, including:

⚫ Graph algorithms such as min-cut, max-cut, and all-pairs-shortest-path

⚫ Data structures such as treaps, skip lists and universal hash maps

⚫ Number theory algorithms such as quadratic residues, polynomial root, and primality testing

2. Collecting and converting existing models

We collected all existing models from various model checking tools. We implemented 3 converters that take as input a model in the 

format of MRMC, iLTLChecker, or Storm and output a model in the format of PRISM, the most commonly used model checker.  

where

27 52

0 1 70

1 0 1

1 2 70

2 1 2

2 3 70

3 2 3

3 4 70

4 3 4

4 5 70

5 4 5

5 6 70

PRISM CTMC
27 52

0 1 1.0000

1 0 0.0141

1 2 0.9859

2 1 0.0278

2 3 0.9722

3 2 0.0411

3 4 0.9589

4 3 0.0541

4 5 0.9459

5 4 0.0667

5 6 0.9333

PRISM DTMC

We implemented a converter that takes as input a continuous time Markov chain (CTMC) and produces as output a discrete time 

Markov chain (DTMC). CTMCs have a rate associated with each transition, whereas DTMCs have a probability associated with 

each transition. To go from CTMC to DTMC, the probability that each transition will occur is abstracted from the transition 

rate using the following formula:  

model:

Markov chain Coin

has states :

{ q0, q1, q2 },

transits by :

[ .00 .50 .50;

.00 1   .00;

.00 .00 1  ]
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RISM

As previously discussed, we created the benchmark suite by gathering and 

translating numerous models from existing probabilistic model checkers and by 

developing realistic models in Java.
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This collection will be made open-source, providing the research community with 

much-needed benchmarks to test probabilistic model checkers.

125

41

Furthermore, 85% of the models are 

parametric and can be instantiated in 

many ways.

PRISM

Java
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BREAKDOWN OF BENCHMARK SUITE

APMC ePMC iLTLChecker

INFAMY jpf MRMC

PARAM PLASMALab Storm

Current largest 

benchmark suite

Examples from 

model checkers

Implemented 

examples

The benchmark suite contains 125 

models, making it thrice as big as any 

current individual collection.

“When a field has good benchmarks, we 

settle debates and the field makes rapid 

progress.”

- DAVID ANDREW PATTERSON

In the future, the models can be analyzed to:

• identify common properties

• better understand the properties that make these models of critical importance 

in the testing environment

• assess the impact of parameters on the properties of a model

• gain insight on how to choose meaningful parameters for randomized 

algorithms

MILLER-RABIN PRIMALITY

TESTING ALGORITHM

We wrote Java applications to record certain properties of each example. Following 

are the properties of the Miller-Rabin Primality test models, instantiated with 

various different parameters:

The Markov chain of 

the algorithm when 

run with three trials 

and an input of 9:

Input Trials States Transitions % Zeros % Ones % Probabilistic % Uniform

5

1 3 4 55.55 22.22 33.33 0

2 5 7 72.00 12.00 40.00 0

3 7 10 79.59 8.16 42.86 0

4 9 13 83.95 6.17 44.44 0

5 11 16 86.78 4.96 45.45 0

9

1 3 4 55.55 22.22 33.33 0

2 5 8 68.00 12.00 40.00 0

3 7 13 73.47 6.12 57.14 0

4 9 17 79.01 4.94 55.55 0

5 11 23 80.99 2.48 72.73 0

11

1 3 4 55.55 22.22 33.33 0

2 5 7 72.00 12.00 40.00 0

3 7 10 79.59 8.16 42.86 0

4 9 13 83.95 6.17 44.44 0

5 11 16 86.78 4.96 45.45 0
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